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1 4.2.1 Frame aggregation attack test
Frame aggregation attack with
2 422
a malformed packet test
Mixed key fragment attack with
3 4.3.1 )
non-consecutive PN test
Mixed key fragment attack with
4 4.3.2 :
consecutive PN test
Cached fragment attack with
5 441 -
reassociation test
Cached fragment attack with
6 442 . . .
reassociation with a time delay




test

Cached fragment attack with

! 443 de-authentication test
Cached fragment attack with
8 444 de-authen.ticatic.)n anq
reconnection with a time delay
test
9 451 Non-consecutive Packet
Number attack test
10 4.6.1 Encrypted fragment followed by
e plaintext fragment attack test
11 462 Multiple mixed fragment attack
test
12 463 Plaintext fragment followed by
encrypted fragment attack test
13 46.4 Plaintext frame attack test
14 4.6.5 Plaintext fragment attack test
15 471 Broadcast plaintext fragment
attack after connection.test
Broadcast plaintext. fragment
16 4.7.2 attack during 4-way handshake
test
Faking A-MSDUs as EAPOL
17 4.8.1 .
after a secure connection test
Faking malformed A-MSDU as
18 4.8.2 EAPOL after a secure
connection test
19 483 Faking A-MSDUs as EAPOL
during 4-way handshake test
Faking Malformed A-MSDU as
20 484 EAPOL during 4-way

handshake test
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2.3.3

A N 7 Job IR

F %1% 5

TPy 7

4.2.1

APUT overlapping BSS test

4.4.1

APUT EHT preamble format, BW,
MCS 0-9, LTF+GI,PE, BCC (2.4/5/6
GHz) and LDPC (5/6 GHz) test for
20 MHz

443

APUT EHT preamble format, BW,
MCS 0-9, LTF+Gl, PE, LDPC (5/6
GHz) test for 40 MHz

4.4.4

APUT EHT preamble format, BW,
MCS 0-9, LTF+Gl, PE, LDPC (5/6
GHz) test for 80 MHz

4.5.1

APUT SU MIMO with two spatial
streams with all
combinations of LTF/GI in 20 MHz

bandwidth in 2.4/5 and 6 GHz

453

APUT SU MIMO with two spatial
streams with all
combinations of LTF/GI in 40 MHz

bandwidth in 5.and6.GHz

454

APUT SU MIMO with two spatial
streams with.all

combinations of LTF/GI in 80 MHz
bandwidth in 5 and 6 GHz

4.6.1

APUT Basic MLO operation of an
AP MLD operating with a STA MLD
test

4.10.1

APUT DL OFDMA with 1SS test

10

4.10.2

APUT DL OFDMA with mixed SS

test

11

4111

APUT UL OFDMA test using 20
MHz, MCS 0-9, BCC, 1SS (2.4
GHz)

12

4.11.2

APUT UL OFDMA test using 20
MHz, MCS 0-9, BCC, 2SS (2.4
GHz)

13

411.3

APUT UL OFDMA test using 20

SRRACF 1.2 T, 51
ZZ MG (6]

Wi-Fi CERTIFIED 7™
Test Plan V1.0




MHz, MCS 0-9, BCC, mixed SS (2.4
GHz)

APUT UL OFDMA test using 80

14 411.4 MHz, MCS 0-9, LDPC, 1SS (5/6
GHz)
APUT UL OFDMA test using 80
15 4.11.5 MHz, MCS 0-9, LDPC, mixed SS,
EHT TB PPDU (5/6 GHz)
APUT UL OFDMA test using 80
16 4.11.6 MHz, MCS 0-9, LDPC, mixed SS,
HE TB PPDU (5/6 GHz)
APUT UL OFDMA test using 80
17 4117 MHz, MCS 0-9, LDPC, 2SS (5/6
GHz)
APUT multi-link BA between an AP
18 4131
MLD and a STA MLD test
APUT STR operation of an.AP MLD
19 4.271
operating with a STA MLD. test
APUT AP MLD operatingwith a
20 4.28.1 STA MLD supporting EMLSR: AP
initiated Tx test
21 4.29.1 APUT BSS Critical Update test
22 4.30.1 APUT MLO Power Save test
APUT dynamic MU SMPS with DL
23 4.36.1
OFDMA test
APUT ability to deliver group
24 4,381 addressed data frame over multiple
links test
APUT large MRU with DL OFDMA
25 4:39.1
test for 80 MHz (5 GHz)
APUT large MRU with UL OFDMA
26 4.40.1
test for 80 MHz (5 GHz)
APUT small MRU with DL OFDMA
27 4411
test for 20 MHz (2.4/5 GHz)
APUT small MRU with DL OFDMA
28 4.41.2
test for 40 MHz (5 GHz)
APUT small MRU with DL OFDMA
29 4413

test for 80 MHz (5/6 GHz)




APUT small MRU with UL OFDMA

30 4421
test for 20 MHz (2.4/5 GHz)
APUT small MRU with UL OFDMA
31 4422
test for 40 MHz (5 GHz)
APUT small MRU with UL OFDMA
32 4.42.3
test for 80 MHz (5/6 GHz)
33 4.43.1 APUT EMLSR power save test
APUT AP MLD operating with a
34 4451 STA MLD supporting EMLSR: AP
initiated TB UL operation test
APUT Triggered Uplink access
35 4.47 1

optimization test
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4.2.1 Frame aggregation attack test
422 Frame aggregation attack with a malformed packet test
4.3.1 Mixed key fragment attack with non-consecutive PN test
43.2 Mixed key fragment attack with consecutive PN test
441 Cached fragment attack with reassociation test
4.4.2 Cached fragment attack with reassociation with a time
delay test
443 Cached fragment attack with de-authentication test
4.4.4 Cached fragment attack with de-authentication and
reconnection with a time delay test
4.5.1 Non-consecutive Packet Number attack test
4.6.1 Encrypted fragment followed by plaintext fragment attack
test
46.2 Multiple mixed fragment attack test
463 Plaintext fragment followed by encrypted‘fragment attack
test
46.4 Plaintext frame attack test
4.6.5 Plaintext fragment attack test
4.71 Broadcast plaintext. fragment. attack after connection test
472 Broadcast plaintext fragment attack during 4-way
handshake test
4.8.1 Faking A-MSDUs as EAPOL after a secure connection test
489 Faking malformed A-MSDU as EAPOL after a secure
connection test
4.8.3 Faking A-MSDUs as EAPOL during 4-way handshake test
4.8 Faking:Malformed A-MSDU as EAPOL during 4-way
handshake test
C.3 Wi-Fi 7 HH/ENRER
%% C.3 Wi-Fi 7 FLHRAF N4,
o s " M 46 R
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421 APUT overlapping BSS test
441 APUT EHT preamble format, BW, MCS 0-9, LTF+GlI,PE,
BCC (2.4/5/6 GHz) and LDPC (5/6 GHz) test for 20 MHz
443 APUT EHT preamble format, BW, MCS 0-9, LTF+Gl, PE,

LDPC (5/6 GHz) test for 40 MHz
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APUT EHT preamble format, BW, MCS 0-9, LTF+Gl, PE,

4.4.4 LDPC (5/6 GHz) test for 80 MHz
APUT SU MIMO with two spatial streams with all

451 combinations of LTF/GI in 20 MHz bandwidth in 2.4/5 and
6 GHz
APUT SU MIMO with two spatial streams with all

45.3 combinations of LTF/GI in 40 MHz bandwidth in 5 and 6
GHz
APUT SU MIMO with two spatial streams with all

454 combinations of LTF/GI in 80 MHz bandwidth in 5 and 6
GHz

461 APUT Basic MLO operation of an AP MLD operating with a
STA MLD test

4.10.1 APUT DL OFDMA with 1SS test

4.10.2 | APUT DL OFDMA with mixed SS test

4111 APUT UL OFDMA test using 20 MHz, MCS 0-9, BCC;1SS
(2.4 GHz)

4112 APUT UL OFDMA test using 20 MHz, MCS 0-9, BCC, 2SS
(2.4 GHz)

4113 APUT UL OFDMA test using 20 MHz,"MCS 0-9, BCC,
mixed SS (2.4 GHz)

4114 APUT UL OFDMA test using 80.MHz,; MCS 0-9, LDPC,
1SS (5/6 GHz)

4115 APUT UL OFDMA test using 80.MHz, MCS 0-9, LDPC,
mixed SS, EHT TB PPDU.(5/6 GHz)

4116 APUT UL OFDMA test using 80 MHz, MCS 0-9, LDPC,
mixed SS, HE TB PPDU (5/6 GHz)

4117 APUT UL OFDMA-test using 80 MHz, MCS 0-9, LDPC,
2SS (5/6 GHz)

4131 APUT multi-link BA between an AP MLD and a STA MLD
test

4571 APUT STR operation of an AP MLD operating with a STA
MLD test

498\ APUT AP MLD operating with a STA MLD supporting
EMLSR: AP initiated Tx test

4.29.1 APUT BSS Critical Update test

4.30.1 APUT MLO Power Save test

4.36.1 APUT dynamic MU SMPS with DL OFDMA test

4.38.1 APUT ability to deliver group addressed data frame over
multiple links test

4.39.1 APUT large MRU with DL OFDMA test for 80 MHz (5 GHz)

4.40.1 APUT large MRU with UL OFDMA test for 80 MHz (5 GHz)

4.41.1 APUT small MRU with DL OFDMA test for 20 MHz (2.4/5
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GHz)

4.41.2 | APUT small MRU with DL OFDMA test for 40 MHz (5 GHz)

4413 APUT small MRU with DL OFDMA test for 80 MHz (5/6
GHz)

4.49.1 APUT small MRU with UL OFDMA test for 20 MHz (2.4/5
GHz)

4.42.2 | APUT small MRU with UL OFDMA test for 40 MHz (5 GHz)

4493 APUT small MRU with UL OFDMA test for 80 MHz (5/6
GHz)

4.43.1 APUT EMLSR power save test

4451 APUT AP MLD operating with a STA MLD supporting
EMLSR: AP initiated TB UL operation test

4.47 1 APUT Triggered Uplink access optimization test
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